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1
FUNCTIONAL TIMING SENSORS

BACKGROUND

Secure semiconductor devices may include security
related content and functions, such as cryptographic keys or
digital identities. The semiconductor device must operate
correctly in order for the secure content and functions to be
protected. However, the secure devices are often physically
possessed by an end user wishing to exploit the secure content
and functions. Vulnerabilities in the secure devices may be
produced by altering the environment of the secure device.
For example, raising or lowering the environmental tempera-
ture or altering the voltage supply to the secure device may
cause data to take a different path than the intended path,
causing a vulnerability. Environmental sensors may be
coupled to the secure device to detect potentially hostile
conditions. However, an attacker may alter conditions that do
not have a corresponding sensor, or may utilize multiple
altered conditions that may not individually trigger an envi-
ronmental sensor, but when combined may cause a vulner-
ability in the secure device.

SUMMARY

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter. Furthermore, the claimed subject
matter is not limited to implementations that solve any or all
disadvantages noted in any part of this disclosure.

A functional timing sensor may be employed to detect
timing violations in a digital logic circuit. The timing viola-
tions may include setup time violations and hold time viola-
tions.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 schematically shows an example system on chip
including a functional timing sensor in accordance with the
present disclosure.

FIG. 2 schematically shows an example system for detect-
ing setup time violations in accordance with the present dis-
closure.

FIG. 3 schematically shows an example system for detect-
ing setup time violations in accordance with the present dis-
closure.

FIG. 4 depicts an example timeline for the operation of the
system shown in FIG. 3 during normal operating conditions.

FIG. 5 depicts an example timeline for the operation of the
system shown in FIG. 3 during conditions that would indicate
a setup time violation.

FIG. 6 schematically shows an example system for detect-
ing setup time violations in accordance with the present dis-
closure.

FIG. 7 schematically shows an example system for detect-
ing hold time violations in accordance with the present dis-
closure.

FIG. 8 schematically shows an example system for detect-
ing hold time violations in accordance with the present dis-
closure.

FIG. 9 shows depicts an example timeline for the operation
of'the system shown in FIG. 8 during normal operating con-
ditions.
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2

FIG. 10 shows depicts an example timeline for the opera-
tion of the system shown in FIG. 8 during conditions that
would indicate a hold time violation.

FIG. 11 schematically shows an example system for
detecting hold time violations in accordance with the present
disclosure.

DETAILED DESCRIPTION

Secure semiconductor devices may be vulnerable to
attacks by end users who control the environment surround-
ing the secure device. Environmental sensors may be used to
detect gross changes in environmental conditions, but may
not detect all potential environmental condition changes or
may not detect combinations of environmental condition
changes, which nonetheless leave the secure device suscep-
tible to vulnerabilities.

As discussed herein, a functional timing sensor may be
employed that detects the result of environmental condition
changes, rather than the environmental condition change
itself. Rather, the functional timing sensor may be designed to
barely satisfy timing conditions, such that changes in the
timing of digital logic circuitry result in timing violations,
which may be used to shut down or otherwise heighten pro-
tection of the secure device.

Functional timing sensors may include setup time violation
sensors and hold time violation sensors which may be built
from digital logic components. The functional timing sensors
may be designed such that for example, any increase or
decrease in input clock speed above a threshold amount will
cause a setup time or hold time violation. The functional
timing sensors may have the most critical timing margins of
any digital logic circuits within a secure device, such that a
timing violation is detected before any vulnerabilities occur
within secure portions of the device.

FIG. 1 schematically shows a non-limiting embodiment of
a computing system 100 that can enact one or more of the
methods and processes described herein. Computing system
100 is shown in simplified form. Computing system 100 may
take the form of one or more personal computers, server
computers, tablet computers, home-entertainment comput-
ers, network computing devices, gaming devices, mobile
computing devices, mobile communication devices (e.g.,
smart phone), and/or other computing devices.

Computing system 100 includes logic machine 101 and
storage machine 102. Computing system 100 may optionally
include a display subsystem, input subsystem, communica-
tion subsystem, and/or other components not shown in FIG.
1.

Logic machine 101 includes one or more physical devices
configured to execute instructions. For example, the logic
machine may be configured to execute instructions that are
part of one or more applications, services, programs, routines,
libraries, objects, components, data structures, or other logi-
cal constructs. Such instructions may be implemented to per-
form a task, implement a data type, transform the state of one
or more components, achieve a technical effect, or otherwise
arrive at a desired result.

The logic machine may include one or more processors
configured to execute software instructions. Additionally or
alternatively, the logic machine may include one or more
hardware or firmware logic machines configured to execute
hardware or firmware instructions. Processors of the logic
machine may be single-core or multi-core, and the instruc-
tions executed thereon may be configured for sequential,
parallel, and/or distributed processing. Individual compo-
nents of the logic machine optionally may be distributed
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among two or more separate devices, which may be remotely
located and/or configured for coordinated processing.
Aspects of the logic machine may be virtualized and executed
by remotely accessible, networked computing devices con-
figured in a cloud-computing configuration.

Storage machine 102 includes one or more physical
devices configured to hold instructions executable by the
logic machine to implement the methods and processes
described herein. When such methods and processes are
implemented, the state of storage machine 102 may be trans-
formed—e.g., to hold different data.

Storage machine 102 may include removable and/or built-
indevices. Storage machine 102 may include optical memory
(e.g.,CD, DVD, HD-DVD, Blu-Ray Disc, etc.), semiconduc-
tor memory (e.g., RAM, EPROM, EEPROM, etc.), and/or
magnetic memory (e.g., hard-disk drive, floppy-disk drive,
tape drive, MRAM, etc.), among others. Storage machine 102
may include volatile, nonvolatile, dynamic, static, read/write,
read-only, random-access, sequential-access, location-ad-
dressable, file-addressable, and/or content-addressable
devices.

It will be appreciated that storage machine 102 includes
one or more physical devices. However, aspects of the
instructions described herein alternatively may be propagated
by a communication medium (e.g., an electromagnetic signal,
an optical signal, etc.) that is not held by a physical device for
a finite duration.

Aspects of logic machine 101 and storage machine 102
may be integrated together into one or more hardware-logic
components. Such hardware-logic components may include
field-programmable gate arrays (FPGAs), program- and
application-specific integrated circuits (PASIC/ASICs), pro-
gram- and application-specific standard products (PSSP/AS-
SPs), system-on-a-chip (SOC), and complex programmable
logic devices (CPLDs), for example.

Logic machine 101 and storage machine 102 may be
implemented as part of a computing system that is physically
possessed by an end user. As such, the computing system may
be in the control of an end user who is motivated to compro-
mise the designed security of those systems. For example the
owner of a game console might be motivated to pirate a game
title, or to cheat at an on-line game. Similarly the owner of a
smart card might be motivated to commit financial fraud.

If logic machine 101 malfunctions, the mechanisms
designed into the logic machine to protect digital assets stored
in storage machine 102 cannot be relied on. Often, hackers
and adversaries attempt to induce malfunctions in order to
create vulnerabilities to exploit. For example an attacker
might reduce the voltage supplying the logic machine, which
could cause a program running in the logic machine to take a
branch different than the intended designed program flow.
The altered program flow could induce a vulnerability that
could be taken advantage of by the adversary.

An adversary often has control over the logic machine
environment, making the logic machine environment a likely
attack vector. For example, a hacker can control the tempera-
ture of the logic machine. The logic machine may be designed
to operate correctly over a limited temperature range, so a
hacker might raise or lower the temperature in order to induce
a malfunction that would result in an exploitable vulnerabil-
ity. In addition to voltage and temperature, there are other
environmental factors that can affect proper operation. If the
input clock frequency is too high or too low, the logic machine
may not operate correctly. For example, directed light may be
used to induce faults in a logic machine. Other forms of
radiation have also been used to create an exploitable vulner-
ability.
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Logic machines designed for high security in potentially
hostile environments often use environmental sensors
designed into the logic machine. Examples of such sensors
include a power supply voltage sensor that detects if the
power supply voltage is too high or too low, a temperature
sensor that detects out of range chip temperatures, and a clock
sensor that detects if the chip input reference clock is too fast
or slow. Some high security smart cards also include light
sensors to detect if any light is being applied. A logic machine
package may shield the chip from light, so if light is detected
an attack can be assumed and a response such as erasing
secrets might be performed. Other sensors such as alpha-
particle sensors and focused ion beam sensors may also be
used.

However, sensors of this type may have a lower limit of
detection that can be exploited by an attacker. For example an
attacker might reduce the voltage, increase the temperature,
and increase the reference clock frequency all at the same
time to the point just below where the individual environmen-
tal sensors would trip. Under this condition there would be a
risk that a transition on the chip would not satisfy a timing
constraint, thus causing a vulnerability.

Instead of (or in addition to) using sensors that specifically
detect out of range environmental factors such as tempera-
ture, voltage, or clock period, a functional sensor can be used
that detects the malfunction that the environmental attacks
induce. As shown in FIG. 1, computing system 100 includes
a functional timing sensor 110. Functional timing sensor 110
may include one or more setup time violation detecting cir-
cuits 111 and/or one or more hold time violation detecting
circuits 112. Functional timing sensor 110 may include
aspects of logic machine 101 and/or storage machine 102.

A setup time or hold time violation detecting circuit may
include one or more delay devices. The delay devices may
include a series of inverters, butfers, logic gates, or other cells.
The path delays within the setup time and hold time violation
detecting circuits may be adjusted to maximize the effective-
ness of the violation detecting circuits, for example by adjust-
ing the delay device path delays as determined by a static
timing analyzer tool. NAND gates and NOR gates have dif-
ferent rise versus fall delays, so some embodiments may use
a mixture of gates to equalize the rise time delay and the fall
time delay.

Functional timing sensor 110 may be coupled to other
components of computing system 100 via interface 113. For
example, interface 113 may allow functional timing sensor
110 to communicate with aspects of logic machine 101 and/or
aspects of storage machine 102. Upon detection of a setup
time or hold time violation, functional timing sensor 110 may
provide a notification or signal to interface 113, indicating a
violation has occurred. Interface 113 may then output a noti-
fication or signal to secure the contents of logic machine 101
and/or storage machine 102. For example, interface 113 may
notify computing system 100 of a timing violation, which
may then prompt computing system 100 to shut down logic
machine 101, or otherwise disable access to content stored
within storage machine 102.

The system depicted in FIG. 1 may thus enable one or more
systems for a functional timing sensor, comprising: a setup
time violation detecting circuit; a hold time violation detect-
ing circuit; and an interface from the setup time violation
detecting circuit and the hold time violation detecting circuit,
the interface providing a notification upon detection of a
violation by either the setup time violation detecting circuit or
the hold time detecting circuit.

FIG. 2 schematically shows an example digital logic circuit
200 for detecting setup time violations. Digital logic circuit
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200 may comprise data launching device 210, delay device
220, state based device 230, and digital comparator logic
device 240. Digital logic circuit 200 may be implemented as
a subsystem of another system, such as functional timing
sensor 110, or may be implemented as a stand-alone system.

As depicted in FIG. 2, data launching device 210 includes
first data output 217. State based device 230 includes first data
input 235 operatively coupled to first data output 217 via
delay device 220, and second data output 237. Digital com-
parator logic device 240 includes second data input 245,
which is operatively coupled to first data output 217, third
data input 246 which is operatively coupled to second data
output 237, and second data output 247.

Data launching device 210 may be configured to output a
data signal via first data output 217. Data output from data
launching device 210 may be considered to be an undelayed
data signal, as data launching device 210 is upstream of delay
device 220. First data output 217 may be operatively coupled
to delay device 220, to state based device 230 via delay device
220, and to digital comparator logic device 240. Other
devices may be coupled to first data output 217, such as a
signal inverter or another state based device. Some example
configurations showing other devices coupled to first data
output 217 are described below and with reference to FIGS. 3
and 6. Data launching device 210 may output a continuous
signal or multiple individual signals. The data may be output
in response to an internal timing mechanism or an external
timing mechanism, as described below and with reference to
FIG. 3. Data launching device 210 may include feed-back or
feed-forward circuitry in order to modulate the data which is
output at first data output 217. Data launching device 210 may
generate the data which is output at first data output 217, or
may receive the data from an external data generating source.
Data launching device 210 may include a data storage sub-
device.

Delay device 220 is depicted as being operatively interme-
diate the data launching device and the state based device.
Delay device 220 may be configured to cause the state based
device to output a delayed data signal relative to the unde-
layed data signal output by the data launching device. Delay
device 220 may be configured to delay incoming data by a
fixed time period or a time period that is dependent on other
factors or conditions within the digital logic circuit. Delay
device 220 may store undelayed data output by data launch-
ing device 210 and output the data after a period of time, or
delay device 220 may provide one or more digital delay
devices the undelayed data must traverse before reaching first
data input 235, for example, one or more logic gates or one or
more inverters.

Delay device 220 may be employed such that the path
delay between data launching device 210 and state based
device 230 is at or just under the minimum cycle period for the
state based device’s setup time requirement. In some embodi-
ments, the path delay will result in a setup time violation
detecting circuit detecting a problematic environmental con-
dition prior to other parts of the digital logic circuit exhibiting
setup time faults. In some embodiments, the path delay may
be set so that a setup time violation always occurs unless an
environmental condition is altered. In these examples, the
detection of a setup time violation would signify a normal
condition, and non-detection of a setup time violation would
signify a problematic environmental condition. A setup time
violation detecting circuit, such as the circuit depicted in FI1G.
1, may include a combination of multiple such types of
devices and circuits.

State based device 230 may be configured to store a data
signal at first data input 235, sample the data stored at first
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data input 235, and output the sampled data via second data
output 237. In some embodiments of digital logic circuit 200,
state based device 230 may sample the data stored at first data
input 235 in a manner that is dependent on a setup time. For
example, state based device 230 may include a digital state
based storage device, such as a flip-flop or a latch that requires
data held at first data input 235 to be held for a threshold time
period prior to the beginning of data sampling. Such a time
period may be referred to as a setup time. In this way, setup
time violations may alter the data output by the state based
device 230 at second data output 237. For example, the
delayed data output at second data output 237 may be out-of-
phase or otherwise have a value different from the expected
value if a setup time violation did not occur. The delayed data
may be output in response to an internal timing mechanism or
an external timing mechanism, as described below and with
reference to FIG. 3. The timing mechanism may be synchro-
nized with a timing mechanism coupled to data launching
device 210. In this way, digital logic circuit 200 may maintain
precise timing throughout operation, and allow for alterations
to that timing to manifest as setup timing violations.

Digital comparator logic device 240 may be configured to
indicate a setup time violation if the delayed data signal
output by state based device 230 violates a condition of com-
parison to the undelayed data signal output by data launching
device 210. For example, digital logic circuit 200 may be
configured such that the delayed data signal and undelayed
data signal should have the same value at digital comparator
logic device 240 if no violation has occurred. If the values are
tested to be the same by digital comparator logic device 240,
the condition of comparison is met. If the values are tested to
be different, the condition of comparison is violated. In some
examples, digital logic circuit 200 may be configured such
that the delayed data signal and undelayed data signal should
have different values at digital comparator logic device 240 if
no violation has occurred. If the values are tested to be dif-
ferent by digital comparator logic device 240, the condition of
comparison is met. If the values are tested to be different, the
condition of comparison is violated.

Digital comparator logic device 240 may include one or
more digital logic gates, such as XNOR, XOR, NAND, and/
or NOR gates. Digital comparator logic device 240 may be
configured to output a first value if a setup time violation is not
detected and a second value if a setup time violation is
detected. For example, digital comparator logic device 240
may be configured to output a value of 1 to indicate a setup
time violation and to output a value of 0 to indicate no setup
time violation. Alternatively, digital comparator logic device
240 may be configured to output a value of 0 to indicate a
setup time violation and to output a value of 1 to indicate no
setup time violation. Digital comparator logic device 240
may output a continuous signal based on the data received at
data inputs 245 and 246, or may sample the data received at
data inputs 245 and 246 for a period of time. In this way,
occasional fluctuations in data may not be classified as setup
time violations.

Third data output 247 may be further coupled to additional
digital logic components, such as a data storage device or
digital logic gate. Data output from digital comparator logic
device 240 may be used, alone or in conjunction with other
data, to impact the operation of the digital logic circuitry
comprising digital logic circuit 200. For example, data indica-
tive of a setup time violation may trigger the shut-down of
secure portions of the digital logic circuitry and/or used to
adjust logic parameters of the digital logic circuitry.

FIG. 3 schematically shows an example digital logic circuit
300 for detecting setup time violations. Digital logic circuit
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300 may include data launching device 310, delay device 320,
state based device 330, digital comparator logic device 340,
and clocking device 350. Digital logic circuit 300 may be
implemented as a subsystem of another system, such as func-
tional timing sensor 110, or may be implemented as a stand-
alone circuit. Digital logic circuit 300 is an example embodi-
ment of digital logic circuit 200.

As depicted in FIG. 3, data launching device 310 includes
state based device 312 and inverter 311. State based device
312 is depicted as a flip-flop, but in some embodiments may
be a latch or other digital logic device. State based device 312
includes first clock input 314, data input 315, and first data
output 317. Inverter 311 is coupled between first data output
317 and data input 315. First clock input 314 is operatively
coupled to clocking device 350.

Delay device 320 is operatively coupled between first data
output 317 and data input 335. In some embodiments, delay
device 320 may include a plurality of NAND and NOR gates.
Delay device 320 may include NAND gates with two or more
inputs, NOR gates with two or more inputs, inverters, XOR
gates, buffers, OR gates, AND gates, multiplexors, adders,
and/or other digital logic gates used for delaying signals. In
some embodiments, data exiting delay device 320 holds the
same value as data entering delay device 320. However, delay
device 320 may be configured to output data with a different
value than the data entering the delay device.

State based device 330 is depicted as a flip-flop, but in some
embodiments may be a latch or other digital logic device.
State based device 330 includes second clock input 334, data
input 335, and second data output 337. Data input 335 is
operatively coupled to first data output 317 via delay device
320. Second clock input 334 is operatively coupled to clock-
ing device 350.

As depicted in FIG. 3, digital comparator logic device 340
is an XNOR gate. Digital comparator logic device 340
includes data inputs 345 and 346, and third data output 347.
When configured as an XNOR gate, digital comparator logic
device 340 will output a signal indicative of a setup time
violation when value X, at data input 345 is equal to value X,
at data input 346. In other configurations, digital comparator
logic device 340 may be configured to output a signal indica-
tive of a setup time violation when value X, at data input 345
is different from value X, at data input 346.

Clocking device 350 may be configured to output a peri-
odic clock signal having a period equal to a first time interval,
and including a trigger element during each period. State
based devices 312 and 330 will be described herein as positive
edge triggered flip-flops. As such, the trigger element
included in each period will be described as the edge of a
transition from a lower value to a higher value within the
periodic clock signal. In some example systems, state based
devices 312 and 330 may be negative edge triggered flip-
flops, level triggered flip-flops (also referred to as latches), or
a combination thereof.

In this example, state based device 330 is configured to
sample the data stored at first data input 335 for a second time
interval prior to a trigger element reaching second clock input
334, the second time interval being shorter than the first time
interval, and to output the sampled data via second data output
337 in the form of a delayed data signal in response to the
trigger element reaching the second clock input. In other
words, data held at data input 335 is sampled by the flip-flop
in response to a leading clock edge reaching clock input 334.
The value at second data output 337 is then updated to reflect
the value of the sampled data. The second time interval begin-
ning prior to a trigger element is referred to herein as the setup
time for the flip-flop. Data must be stably held at data input
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335 to be reliably sampled and transferred to second data
output 337. Data arriving at data input 335 during the setup
time may not be sampled correctly, and the value of data at
second data output 337 may not be updated accordingly. In
this example, the data at second data output 337 would reflect
the previous value held at data input 335. In some examples,
the data at second data output 337 may be considered to be
unstable or unknown when the setup time is breached.

The configuration depicted in FIG. 3 allows data launching
device 310 to output an undelayed data signal that toggles
between a first value and a second value responsive to a
trigger element. First data output 317 is coupled to data input
315 viainverter 311. Upon a positive clock edge reaching first
clock input 314, the data value at data input 315 is sampled,
and the data value at first data output 317 is updated to reflect
the sampled value. Data launched from first data output 317
then returns to data input 315 via inverter 311, toggling the
value from 0 to 1 or from 1 to 0. Each successtful trigger
element reaching first clock input 314 will cause this process
to repeat.

Data leaving from first data output 317 also travels to data
input 345 of digital comparator logic device 340, as well as to
data input 335 of state based device 330 via delay device 320.
Delay device 320 may be configured to delay the arrival of the
undelayed data signal at first data input 335 for a third time
interval, the third time interval being less than or equal to the
difference between the first time interval and the second time
interval. In this way, delay device 320 may be tuned such that
data leaving first data output 317 upon a first trigger element
arriving at first clock input 314 arrives at data input 335 at or
justbefore the setup time interval for a second trigger element
arriving at second clock input 334. In this way, when the
second trigger element reaches clock inputs 314 and 334,
state based devices 312 and 330 will sample and output oppo-
site values. Thus, the values of data at data inputs 345 and 346
should always be different, and digital comparator logic
device 340 will output data indicative that a setup time vio-
lation has not occurred. If data is further delayed between first
data output 317 and data input 335, or the speed of clocking
device 350 is increased, state based devices 312 and 330 may
sample and output equal values, and digital comparator logic
device 340 will output data indicative that a setup time vio-
lation has occurred. This process is discussed further below,
and in reference to example time plots shown in FIGS. 4 and
5.

FIG. 4 depicts an example timing plot 400 showing data
values at various points of digital logic circuit 300 over time
during normal operating conditions. Plot 410 depicts the
value of a clock signal at clocking device 350, and hence at
first clock input 314 and second clock input 334. Plot 420
depicts the value D, at data input 315. Plot 430 depicts the
value Q, at first data output 317 and the value X, at data input
345. In practice, there may be a delay between the time point
when data leaves first data output 317 and when the data
arrives at data input 345, but the difference is considered
insignificant on the scale of timing plot 400. Plot 440 depicts
the value D, at data input 335. Plot 450 depicts the value Q,
at second data output 337 and the value X, at data input 346.
In practice, there may be a delay between the time point when
data leaves second data output 337 and when the data arrives
at data input 346, but the difference is considered insignificant
on the scale of timing plot 400. Plot 460 depicts the value Y,
at third data output 347.

Fixed time values are depicted by double-sided arrows 461,
462, 463, and 465. Arrow 461 represents the setup time
required for data to be held at a data input (e.g. data inputs 315
and 335) prior to a trigger element arriving at a clock input
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(e.g. clock inputs 314 and 334) in order for the data to be
sampled properly and the value at the respective data output
(e.g. data outputs 317 and 337) to be updated. Arrow 462
represents the hold time required for data to be held at a data
input (e.g. data inputs 315 and 335) following a trigger ele-
ment arriving at a clock input (e.g. clock inputs 314 and 334)
in order for the data to be sampled properly and the value at
the respective data output (e.g. data outputs 317 and 337) to be
updated. Arrow 463 represents the propagation delay
between the time when a trigger element arrives at a clock
input (clock inputs 314 and 334) and the time when the value
at the respective data output (e.g. data outputs 317 and 337) is
updated. Arrow 465 represents the length of time a data signal
originating at first data output 317 is delayed by delay device
320 before arriving at data input 335. As shown in FIG. 4, the
fixed time values represented by the double-sided arrows are
applicable during each clock cycle.

Plot 410 depicts clocking device 350 outputting a signal
that periodically cycles between a lower value and a higher
value. In this example, state based devices 312 and 330 are
positive edge triggered flip-flops. As such, the transition of
the clock signal from the lower value to the higher value acts
as the trigger element for the flip-flops.

At time te, D| has a value of 1, as shown by plot 420, and
D, has a value of 0, as shown by plot 440. At time tp, a rising
clock edge is produced by clocking device 350 and arrives at
clock inputs 314 and 334. D, and D, are held steady from time
t,« to time tp, satisfying the setup time requirement, and from
time ty» to time ty., satisfying the hold time requirement. As
such, the values of D, and D, are sampled and the values of Q,
and Q, are updated to 1 and 0, respectively at time t4, fol-
lowing the propagation delay.

At time tqg, first data output 317 launches a value of 1, and
second data output 337 launches a value of 0. This updates the
values of X, and X, to 1 and 0, respectively. Digital compara-
tor logic device 340, depicted in FIG. 3 as an XNOR device,
compares the values of X, and X,, and updates the value of Y,
to 0, as shown by plot 460. A small glitch may occur at Y,
when the values entering data inputs 345 and 346 both change
as shown in plot 460. As described below and with regards to
FIG. 6, third data output 347 may be coupled to a flip-flop or
other state based device in order to provide a steady-state
value for downstream applications.

Data launched from first data output 317 is also routed to
data input 315 via inverter 311. As such, the value of D, is
updated from 1 to 0. Data launched from first data output 317
is also routed to data input 335 via delay device 320. As such,
the value of D, is not updated until after the delay represented
by arrow 465. As described above, the delay device is tuned
such that the value of D, should update at or just prior to the
setup time required by state based device 330. As shown by
plot 440, this condition is satisfied in this example, as the
value of D, is updated prior to time t;..

At time t;<, D, has a value of 0, as shown by plot 420, and
D, has a value of 1, as shown by plot 440. At time t,5, a rising
clock edge is produced by clocking device 350 and arrives at
clock inputs 314 and 334. D, and D, are held steady from time
t,2to timet,, satisfying the setup time requirement, and from
time t5 to time t,, satisfying the hold time requirement. As
such, the values of D, and D, are sampled and the values of Q,
and Q, are updated to O and 1, respectively at time t,«, fol-
lowing the propagation delay.

Attime t,<, first data output 317 launches a value of 0, and
second data output 337 launches a value of 1. This updates the
values of X, and X, to 0 and 1, respectively. Digital compara-
tor logic device 340, depicted in FIG. 3 as an XNOR device,
compares the values of X, and X,, and maintains the value of
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Y, at 0, as shown by plot 460. As described above, a small
glitch may occur at Y, when the values entering data inputs
345 and 346 both change as shown in plot 460.

Data launched from first data output 317 is also routed to
data input 315 via inverter 311. As such, the value of D, is
updated from O to 1. Data launched from first data output 317
is also routed to data input 335 via delay device 320. As such,
the value of D, is not updated until after the delay represented
by arrow 465. As long as there is no change in clock speed, or
additional delay in signal propagation, no setup time viola-
tions should occur, and the steady-state value of Y, should
remain 0.

FIG. 5 depicts an example timing plot 500 showing data
values at various points of digital logic circuit 300 over time
during operating conditions where the clocking device is
operating at a faster speed than the clocking device described
in regards to FIG. 4. Plot 510 depicts the value of a clock
signal at clocking device 350, and hence at clock inputs 314
and 334. Plot 520 depicts the value D, at data input 315. Plot
530 depicts the value Q, at first data output 317 and the value
X, atdatainput 345. In practice, there may be a delay between
the time point when data leaves first data output 317 and when
the data arrives at data input 345, but the difference is con-
sidered insignificant on the scale of timing plot 500. Plot 540
depicts the value D, at data input 335. Plot 550 depicts the
value Q, at second data output 337 and the value X, at data
input 346. In practice, there may be a delay between the time
point when data leaves second data output 337 and when the
data arrives at data input 346, but the difference is considered
insignificant on the scale of timing plot 500. Plot 560 depicts
the value Y, at third data output 347.

Fixed time values are depicted by double-sided arrows 561,
562, 563, and 565. Arrow 561 represents the setup time
required for data to be held at a data input (e.g. data inputs 315
and 335) prior to a trigger element arriving at a clock input
(e.g. clock inputs 314 and 334) in order for the data to be
sampled properly and the value at the respective data output
(e.g. data outputs 317 and 337) to be updated. Arrow 562
represents the hold time required for data to be held at a data
input (e.g. data inputs 315 and 335) following a trigger ele-
ment arriving at a clock input (e.g. clock inputs 314 and 334)
in order for the data to be sampled properly and the value at
the respective data output (e.g. data outputs 317 and 337) to be
updated. Arrow 563 represents the propagation delay
between the time when a trigger element arrives at a clock
input (e.g. clock inputs 314 and 334) and the time when the
value at the respective data output (e.g. data outputs 317 and
337) is updated. Arrow 565 represents the length of time a
signal originating at first data output 317 is delayed via delay
device 320 before arriving at data input 335. The durations
represented by arrows 561, 562, 563, and 565 have the same
absolute value as the durations represented by arrows 461,
462, 463, and 465, respectively. However, as the clock period
represented by plot 510 is shorter than the clock period rep-
resented by plot 410, the durations are longer respective to the
clock cycle. As shown in FIG. 5, the fixed time values repre-
sented by the double-sided arrows are applicable during each
clock cycle.

Plot 510 depicts clocking device 350 outputting a signal
that periodically cycles between a lower value and a higher
value. In this example, state based devices 312 and 330 are
positive edge triggered flip-flops. As such, the transition of
the clock signal from the lower value to the higher value acts
as the trigger element for the flip-flops.

At time tye, D, has a value of 0, as shown by plot 520, and
D, has a value of 0, as shown by plot 540. At time t, a rising
clock edge is produced by clocking device 350 and arrives at
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clock inputs 314 and 334. D, is held steady from time t, to
time t.p, satisfying the setup time requirement for state based
device 312, and from time ty to time ty, satisfying the hold
time requirement for the state based device. As such, the value
of D, is sampled and the value of Q, is updated to O at time ty,
following the propagation delay. D, is also held steady from
time t,e to time t.p, satisfying the setup time requirement for
state based device 330, and from time t.» to time t,, satisfying
the hold time requirement for the state based device. As such,
the value of D, is sampled and the value of Q, is updated to O
at time tye, following the propagation delay.

At time tq, first data output 317 launches a value of 0, and
second data output 337 launches a value of 0. This updates the
values of X, and X, to 0 and 0, respectively. Digital compara-
tor logic device 340, depicted in FIG. 3 as an XNOR device,
compares the values of X, and X,, and updates the value of Y,
to 1, as shown by plot 560. This indicates that a setup time
violation has been detected. A small glitch may occur atY,
when the values entering data inputs 345 and 346 both
change, as shown in plot 560. As described below and with
regards to FIG. 6, third data output 347 may be coupled to a
flip-flop or other state based device in order to provide a
steady-state value for downstream applications.

Data launched from first data output 317 is also routed to
data input 315 via inverter 311. As such, the value of D, is
updated from O to 1 immediately following time ty. Data
launched from first data output 317 is also routed to data input
335 via delay device 320. As such, the value of D, is not
updated until after the delay represented by arrow 565. As
described above, the delay device is tuned such that the value
of D, should update at or just prior to the setup time required
by state based device 330. However, as the clock has been
sped up, the value of D, does not update until after time t,-.
Thus, instead of D, and D, holding opposite values when a
clock edge arrives at clock inputs 312 and 330, D1 and D2
will hold equal values, signifying a setup time violation.

Attime t;¢, D| has a value of 1, as shown by plot 520, and
D, has a value of 1, as shown by plot 540. At time t,5, a rising
clock edge is produced by clocking device 350 and arrives at
clock inputs 314 and 334. D, is held steady from time t;« to
time t,5, satisfying the setup time requirement, and from time
t,» to time t -, satisfying the hold time requirement. As such,
the value of D, is sampled and the value of Q, is updated to 1
at time t,4, following the propagation delay. D, is also held
steady from time t;« to time t,», satisfying the setup time
requirement for state based device 330, and from time t,;» to
time t,., satisfying the hold time requirement for the state
based device. As such, the value of D, is sampled and the
value of Q, is updated to 1 at time t, <, following the propaga-
tion delay.

At time t,4, first data output 317 launches a value of 1, and
second data output 337 also launches a value of 1. This
updates the values of both X, and X, to 1. Digital comparator
logic device 340, depicted in FIG. 3 as an XNOR device,
compares the values of X, and X,, and maintains the value of
Y, at 1, as shown by plot 460. This indicates that a setup time
violation has been detected. As described above, a small
glitch may occur at Y,, when the values entering data inputs
345 and 346 both change as shown in plot 560.

In the example depicted in FIG. 4, the delay path of delay
device 320 is tuned such that first data output 317 and second
data output 337 launch opposite values when triggered by a
clock edge. In the example depicted in FIG. 5, clocking
device 350 has been sped up to the point where the delay path
of delay device 320 causes first data output 317 and second
data output 337 to launch equal values when triggered by a
clock edge, signifying a setup time violation. In practice,
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increasing the speed of clocking device 350 may cause the
value of data at first data input 335 to change during the setup
time for state based device 330. The result of such a setup time
violation is that the value of Q, at second data output 337 is
indeterminate. State based device 330 may thus launch a
value of 0 or 1, which may or may not signify a setup time
violation at digital comparator logic device 340. To ensure
that such an event does result in a setup time violation being
indicated, redundancy may be built into the setup time viola-
tion detecting circuit. One example is described below and
with regards to FIG. 6. In other examples, multiple copies of
digital logic circuit 300 may be included in a setup time
violation detecting circuit, ensuring the likelihood of one or
more digital logic circuits detecting and signitying the setup
time violation.

FIG. 6 schematically shows an example setup time viola-
tion detecting circuit 600 for detecting setup time violations
in a digital logic circuit. Setup time violation detecting circuit
600 may include digital logic circuit 300. In this configura-
tion, data launching device 310, state based device 330, delay
device 320, and digital comparator logic device 340 comprise
a first branch 601 of a setup time violation detecting circuit.
Setup time violation detecting circuit 600 may also comprise
a complementary second branch 602 of the setup time viola-
tion detecting circuit. Complementary second branch 602
may receive the undelayed data signal output from the data
launching device, the complementary second branch being
functionally identical to the first branch, such that the setup
time violation detecting circuit tests both rise time delays and
fall time delays concurrently. In other words, if first branch
601 is testing a 0 to 1 transition, complementary second
branch 602 will test a 1 to O transition concurrently. As logic
gates such as NAND and NOR gates may have different rise
time delays versus fall time delays, testing both types of delay
concurrently will increase the sensitivity of setup time viola-
tion detecting circuit 600 with regards to detecting setup time
violations.

Complementary second branch 602 may include state
based device 610, delay device 620, state based device 630,
and digital comparator logic device 640. Complementary
second branch 602 may be coupled to data launching device
310 and clocking device 350.

As depicted in FIG. 6, state based device 610 is depicted as
a flip-flop, but in some embodiments may be a latch or other
digital logic device. State based device 610 includes a clock
input 614, a data input 615, and a data output 617. Data input
615 is operatively coupled to first data output 317 of data
launching device 310, and clock input 614 is operatively
coupled to clocking device 350. In this way, the data output
from state based device 610 will be one clock cycle behind the
data output from data launching device 310. In the configu-
ration depicted in FIG. 6, data launching device 310 outputs
data that toggles between a first and second value responsive
to trigger elements from clocking device 350. In this way,
when data launching device 310 outputs data with the first
value, state based device 610 will output data with the second
value, and vice-versa. This configuration allows setup time
violation detecting circuit 600 to test rise time delays and fall
time delays concurrently.

Delay device 620 is shown operatively coupled between
data output 617 and data input 635. State based device 630 is
depicted as a flip-flop, but in some embodiments may be a
latch or other digital logic device. State based device 630
includes a clock input 634, a data input 635, and a data output
637. Data input 635 is operatively coupled to data output 617
via delay device 620. Clock input 634 is operatively coupled
to clocking device 350.
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As depicted in FIG. 6, digital comparator logic device 640
is an XNOR gate. Digital comparator logic device 640
includes data inputs 645 and 646, and data output 647. When
configured as an XNOR gate, digital comparator logic device
640 will output a signal indicative of a setup time violation
when value X, entering data input 645 is the same value as X,
entering data input 646. In other configurations, digital com-
parator logic device 640 may be configured to output a signal
indicative of a setup time violation when value X, entering
data input 645 is different from value X, entering data input
646.

As described above with regards to FIGS. 4 and 5, if the
values of data at data inputs 345 and 346 change simulta-
neously, a slight glitch can occur in the data leaving from data
output 347. To prevent glitches from signifying a setup time
delay where none exists, third data output 347 may be
coupled to state based device 650. State based device 650 is
depicted as a flip-flop, but in some embodiments may be a
latch or other digital logic device. State based device 650
includes a clock input 654, a data input 655, and a data output
657. Data input 655 is operatively coupled to third data output
347. Clock input 654 is operatively coupled to clocking
device 350. In this way, state based device 650 may sample
data output from digital comparator logic device 340, and
output steady-state data at data output 657 representative of
whether or not a setup time violation has occurred.

Similarly, data output 647 may be coupled to state based
device 660. State based device 660 is depicted as a flip-flop,
but in some embodiments may be a latch or other digital logic
device. State based device 660 includes a clock input 664, a
data input 665, and a data output 667. Data input 665 is
operatively coupled to data output 647. Clock input 664 is
operatively coupled to clocking device 350. In this way, state
based device 660 may sample data output from digital com-
parator logic device 640, and output steady-state data at data
output 667 representative of whether or not a setup time
violation has occurred.

The first and second branches of the setup time violation
detecting circuit may be further coupled to a digital compara-
tor logic device. As shown in FIG. 6, data outputs 657 and 667
may be further coupled to digital comparator logic device 670
via data inputs 675 and 676, respectively. Digital comparator
logic device 670 is depicted here as an OR gate, and includes
data inputs 675 and 676, as well as data output 677. When
configured as an OR gate, digital comparator logic device 670
will output a signal indicative of a setup time violation when
either the value of data entering data input 675 or the value of
data entering data input 676 is indicative of a setup time
violation. Data output 677 may be further coupled to addi-
tional digital logic circuitry, such that data indicative of a
setup time violation may trigger the shut-down of secure
portions of the digital logic circuitry. In some examples, data
indicative of a setup time violation may be used to adjust logic
parameters of the digital logic circuitry.

FIG. 7 schematically shows an example digital logic circuit
700 for detecting hold time violations in a digital logic circuit.
Digital logic circuit 700 may comprise data launching device
710, delay device 720, first state based device 730, second
state based device 740, digital comparator logic device 750,
and clocking device 760. Digital logic circuit 700 may be
implemented as a subsystem of another system, for example
functional timing sensor 110, or may be implemented as a
stand-alone circuit.

As depicted in FIG. 7, data launching device 710 includes
a first data output 717. First state based device 730 includes a
first data input 735 operatively coupled to first data output
717, a first clock input 734 operatively coupled to clocking
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device 760, and a second data output 737. Second state based
device 740 includes a second data input 745 operatively
coupled to first data output 717, a second clock input 744
operatively coupled to clocking device 760, and a third data
output 747. Digital comparator logic device 750 includes
third data input 755, which is operatively coupled to second
data output 737, fourth data input 756 which is operatively
coupled to third data output 747, and fourth data output 757.

Data launching device 710 may be configured to output a
first data signal via first data output 717. First data output 717
may be operatively coupled to first state based device 730,
and to second state based device 740. Other devices may be
coupled to first data output 717, such as a signal inverter, or
another state based device. Some example configurations
showing other devices coupled to first data output 717 are
described below and with reference to FIGS. 8 and 11. Data
launching device 710 may output a continuous signal or mul-
tiple individual signals. The data may be output in response to
an internal timing mechanism or an external timing mecha-
nism such as clocking device 760, as described below and
with regards to FIG. 8. Data launching device 710 may
include feed-back or feed-forward circuitry in order to modu-
late the data which is output at first data output 717. Data
launching device 710 may generate the data which is output at
first data output 717, or may receive the data from an external
data generating source. Data launching device 710 may
include a data storage device.

First state based device 730 may be configured to store a
data signal at first data input 735, sample the data stored at
first data input 735, and output the sampled data via second
data output 737. In some embodiments of digital logic circuit
700, first state based device 730 may sample the data stored at
first data input 735 in a manner that is dependent on a hold
time. Similarly, second state based device 740 may be con-
figured to store a data signal at second data input 745, sample
the data stored at second data input 745 and output the
sampled data via third data output 747. In some embodiments
of'digital logic circuit 700, second state based device 740 may
sample the data stored at second data input 745 in a manner
that is dependent on a hold time.

For example, second state based device 740 may include a
digital state based storage device, such as a flip-flop or a latch
that requires data held at second data input 745 to be held for
a threshold time period following the initiation of data sam-
pling. Such a time period is referred to herein as a hold time.
In this way, hold time violations may alter the data output by
second state based device 740 at third data output 747. For
example, the data output at third data output 747 may be
out-of-phase or otherwise have a value different from the
expected value if a hold time violation occurs. The data may
be output in response to an internal timing mechanism or an
external timing mechanism, such as clocking device 760. In
this way, digital logic circuit 700 may maintain precise timing
throughout operation, and allow for alterations to that timing
to manifest as hold timing violations.

Delay device 720 is depicted as being operatively interme-
diate clocking device 760 and second state based device 740.
Delay device 720 may be configured to cause the second state
based device to receive a delayed clock signal relative to an
undelayed clock signal output by clocking device 760 and
received by first state based device 730. Delay device 720
may be configured to delay a clock signal by a fixed time
period or a time period that is dependent on other factors or
conditions within the digital logic circuit. Delay device 720
may store the undelayed clock signal output by clocking
device 760 and output the clock signal after a period of time,
or delay device 720 may provide one or more digital delay
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devices the clock signal must traverse before reaching second
clock input 744, for example, one or more logic gates or one
or more inverters.

In this way, second state based device 740 may receive a
trigger element included in the clock signal at a time point
after the same trigger element reaches first state based device
730. This may cause second state based device 740 to begin
sampling a data signal received from data launching device
710 after first state based device 730 begins sampling the data
signal. Delay device 720 may be configured such that the
clocking signal reaches second clock input 744 at a threshold
time period prior to the data signal from data launching device
710 changing from a first value to a second value. Thus, any
additional delay greater than the threshold time period in the
clocking signal reaching second state based device 740 may
manifest as a hold time violation, as the data signal will
change values during or prior to the end of the hold time
window.

Delay device 720 may be employed such that the path
delay between clocking device 760 and second state based
device 740 is at or just under the minimum period for the
second state based device’s hold time requirement. In some
embodiments, the path delay will result in the hold time
violation detecting device detecting a problematic environ-
mental condition prior to other parts of the digital logic circuit
exhibiting hold time faults. In some embodiments, the path
delay may be set so that a hold time violation always occurs
unless an environmental condition is altered. As such, the
detection of a hold time violation would signify a normal
condition, and non-detection of a hold time violation would
signify a problematic environmental condition. A hold time
violation detecting circuit, such as the circuit depicted in FI1G.
1, may include a combination of multiple such types of
devices and circuits.

Digital comparator logic device 750 may be configured to
indicate a hold time violation if the data signal output by the
first state based device violates a condition of comparison to
the data signal output from the second state based device. For
example, digital logic circuit 700 may be configured such that
the data value at third data input 755 and the data value at
fourth data input 756 should have the same value if no viola-
tion has occurred. If the values are tested to be the same by
digital comparator logic device 750, the condition of com-
parison is met. If the values are tested to be different, the
condition of comparison is violated. In some examples, digi-
tal logic circuit 700 may be configured such that the data
value at third data input 755 and the data value at fourth data
input 756 should have different values if no violation has
occurred. If the values are tested to be different by digital
comparator logic device 750, the condition of comparison is
met. If the values are tested to be the same, the condition of
comparison is violated.

Digital comparator logic device 750 may include one or
more digital logic gates, such as XNOR, XOR, NAND, and/
or NOR gates. Digital comparator logic device 750 may be
configured to output a first value if a hold time violation is not
detected and a second value if a hold time violation is
detected. For example, digital comparator logic device 750
may be configured to output a value of 1 to indicate a hold
time violation and to output a value of 0 to indicate no hold
time violation. Alternatively, digital comparator logic device
750 may be configured to output a value of 0 to indicate a hold
time violation and to output a value of 1 to indicate no hold
time violation. Digital comparator logic device 750 may out-
put a continuous signal based on the data received at data
inputs 755 and 756, or may sample the data received at data
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inputs 755 and 756 for a period of time. In this way, occa-
sional fluctuations in data may not be classified as hold time
violations.

Fourth data output 757 may be further coupled to addi-
tional digital logic components, such as a data storage device
or digital logic gate. Data output from digital comparator
logic device 750 may be used alone or in conjunction with
other data to impact the operation of the digital logic circuitry
comprising digital logic circuit 700. For example, data indica-
tive of a hold time violation may trigger the shut-down of
secure sectors of the digital logic circuitry. In some examples,
data indicative of a hold time violation may be used to adjust
logic parameters of the digital logic circuitry.

FIG. 8 schematically shows an example digital logic circuit
800 for detecting hold time violations. Digital logic circuit
800 may include data launching device 810, delay device 820,
first state based device 830, second state based device 840,
digital comparator logic device 850, and clocking device 860.
Digital logic circuit 800 may be implemented as a subsystem
of'another system, for functional timing sensor 110, or may be
implemented as a stand-alone circuit. Digital logic circuit 800
is an example embodiment of digital logic circuit 700.

As depicted in FIG. 8, data launching device 810 includes
state based device 812 and inverter 811. State based device
812 is depicted as a flip-flop, but in other embodiments may
be a latch or other digital logic device. State based device 812
includes a third clock input 814, a fifth data input 815, and a
first data output 817. Inverter 811 is coupled between first
data output 817 and fifth data input 815. Third clock input 814
is operatively coupled to clocking device 860.

Delay device 820 is operatively coupled between clocking
device 860 and second clock input 844. In some embodi-
ments, delay device 820 may include a plurality of NAND
and NOR gates. Delay device 820 may include NAND gates
with two or more inputs, NOR gates with two or more inputs,
inverters, XOR gates, buffers, OR gates, AND gates, multi-
plexors, adders, and/or other digital logic gates used for
delaying signals. In some embodiments, data exiting delay
device 820 holds the same value as data entering delay device
820. However, delay device 820 may be configured to output
data with a different value than the data entering delay device
820.

First state based device 830 is depicted as a flip-flop, but in
some embodiments may be a latch or other digital logic
device. First state based device 830 includes first clock input
834, first data input 835, and second data output 837. First
data input 835 is operatively coupled to first data output 817.
First clock input 834 is operatively coupled to clocking device
860.

Similarly, second state based device 840 is depicted as a
flip-flop, but in some embodiments may be a latch or other
digital logic device. Second state based device 840 includes
second clock input 844, second data input 845, and third data
output 847. Second data input 845 is operatively coupled to
first data output 817. Second clock input 844 is operatively
coupled to clocking device 860 via delay device 820.

As depicted in FIG. 8, digital comparator logic device 850
includes XOR gate 851. XOR gate 851 includes third data
input 855, fourth data input 856, and fourth data output 857.
When configured to include an XOR gate, digital comparator
logic device 850 will output a signal indicative of a hold time
violation when value W, entering third data input 855 is the
different from value W, entering fourth data input 856. In
some examples, digital comparator logic device 850 may be
configured to output a signal indicative of a hold time viola-
tion when value W, entering third data input 855 is the same
as value W, entering fourth data input 856.
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Digital comparator logic device 850 may also include third
state based device 870. Third state based device 870 is
depicted as a flip-flop, but in some embodiments may be a
latch or other digital logic device. Third state based device
870 includes clock input 874, data input 875, and data output
877. Data input 875 is operatively coupled to fourth data
output 857. Clock input 874 may be operatively coupled to
clocking device 860 as shown, or may be operatively coupled
to another clocking device. In examples where clock input
874 is operatively coupled to clocking device 860, a second
delay device may be coupled between clocking device 860
and clock input 874. Third state based device 870 may be
configured to sample data output from fourth data output 857
during periods when the value Z, is expected to be in a
steady-state. In this way, small glitches of data that would
normally be indicative of a hold-time violation may not trig-
ger the shut-down of secure portions of the digital logic
circuitry. In some embodiments, digital comparator logic
device 850 may not include a third state based device. An
additional delay device may be placed between second data
output 837 and third data input 855, ensuring that data
launched from first state based device 830 reaches third data
input 855 at the same time that data launched from second
state based device 840 reaches fourth data input 856.

Clocking device 860 may be configured to output a peri-
odic clock signal having a period equal to a first time interval,
and including a trigger element during each period. State
based devices 812, 830, and 840 will be described herein as
positive edge triggered flip-flops. As such, the trigger element
included in each period will be described as the edge of a
transition from a lower value to a higher value. In some
example systems, state based devices 812, 830, and 840 may
be negative edge triggered flip-flops, level triggered flip-flops
(also referred to as latches), or a combination thereof.

In this example, state based devices 830 and 840 are con-
figured to sample the data stored at data inputs 835 and 845
for a second time interval following a trigger element reach-
ing clock inputs 834 and 844, and to output the sampled data
via data outputs 837 and 847 in response to a trigger element
reaching the clock inputs. In other words, data held at data
inputs 835 and 845 is sampled by the flip-flop in response to
a leading clock edge reaching clock input 834 and 844. The
values at data output 837 and 847 are then updated to reflect
the value of the sampled data. The second time interval fol-
lowing a trigger element may be referred to herein as the hold
time for the flip-flop. Data must be stably held at data inputs
835 and 845 to be reliably sampled and transferred to data
outputs 837 and 847. Data changing value at data inputs 835
and 845 during the hold time may not be sampled correctly,
and the value of data at data outputs 837 and 847 may not be
updated accordingly. In this example, the data at data outputs
837 and 847 would retain the previous value. In some
examples, the data at data outputs 837 and 847 may be con-
sidered to be unstable or unknown when the setup time is
breached.

The configuration depicted in FIG. 8 allows data launching
device 810 to output a data signal that toggles between a first
value and a second value responsive to a trigger element from
a clock signal reaching clock input 814. Data output 817 is
coupled to data input 815 via inverter 811. Upon a positive
clock edge reaching clock input 814, the data value at fifth
data input 815 is sampled, and the data value at first data
output 817 is updated to reflect the sampled value. Data
launched from first data output 817 then returns to fifth data
input 815 via inverter 811, switching the data value from 0 to
1 or from 1 to 0. Each successful trigger element reaching
clock input 814 will cause this process to repeat.
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Data leaving from first data output 817 also travels to first
data input 835 of first state based device 830 and to second
data input 845 of second state based device 840. Delay device
820 may be configured to delay the arrival of the clock signal
at second clock input 844 for a third time interval, the third
time interval being less than or equal to the difference
between the first time interval and the second time interval. In
this way, delay device 820 may be tuned such that data arriv-
ing at data input 845 changes value at or just following a
threshold time following the arrival of a trigger element at
clock input 844. In this way, when the trigger element reaches
clock inputs 834 and 844, state based devices 830 and 840
will sample and output equal values. Thus, the values of data
at data inputs 855 and 856 should always be the same and
digital comparator logic device 850 will output data indica-
tive that a hold time violation has not occurred. Ifthe clocking
signal is further delayed between clocking device 860 and
second clock input 844, state based devices 830 and 840 may
sample and output opposite values, and digital comparator
logic device 850 will output data indicating that a hold time
violation has occurred. This process is discussed further
below, and with reference to the example time plots shown in
FIGS. 9 and 10.

FIG. 9 depicts an example timing plot 900 showing data
values at various points of digital logic circuit 800 over time
during normal operating conditions. Plot 910 depicts the
value of a clock signal at clocking device 860 and as seen at
clock inputs 814 and 834. Plot 920 depicts the value Q, at first
data output 817 and the values Dy and D, at data inputs 835
and 845, respectively. In practice, there may be a delay
between the time point when data leaves a data output and
when the data arrives at the operatively coupled data input,
but the difference is considered insignificant on the scale of
timing plot 900. Plot 930 depicts the value Qg at second data
output 837 and the value W, at third data input 855. Plot 940
depicts the value of the clock signal as seen at second clock
input 844. Plot 950 depicts the value Q, at third data output
847 and the value W, at fourth data input 856. Plot 960 depicts
the value Z, at data output 857 and the value D, at data input
875. Plot 970 depicts the value Q,, at data output 877.

Fixed time values are depicted by double-sided arrows 961,
962, 963, 965, 966, 967, and 968. Arrow 961 represents the
setup time required for data to be held at data inputs 815 and
835 prior to a trigger element arriving at clock inputs 814 and
834 in order for the data to be sampled properly and the value
at the respective data output (data outputs 817 and 837) to be
updated. Arrow 962 represents the hold time required for data
to be held at data inputs 815 and 835 following a trigger
element arriving at clock inputs 814 and 834 in order for the
data to be sampled properly and the value at the respective
data output (data outputs 817 and 837) to be updated. Arrow
963 represents the propagation delay between the time when
a trigger element arrives at clock inputs 814 and 834 and the
time when the value at the respective data output (data outputs
817 and 837) is updated.

Arrow 965 represents the length of time a clock signal
originating at clocking device 860 is delayed via delay device
820 before arriving at second clock input 844. Arrow 966
represents the setup time for second state based device 840,
and represents the same length of time as arrow 961. Arrow
967 represents the hold time for second state based device
840, and represents the same length of time as arrow 962.
Arrow 968 represents the propagation time for second state
based device 840, and represents the same length of time as
arrow 963. As shown in FIG. 9, the fixed time values repre-
sented by the double-sided arrows are applicable during each
clock cycle.
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Plot 910 depicts clocking device 860 outputting a signal
that periodically cycles between a lower value and a higher
value. In this example, state based devices 812, 830, and 840
are positive edge triggered flip-flops. As such, the transition
of the clock signal from the lower value to the higher value
acts as the trigger element for the flip-flops. Clock inputs 814
and 834 receive an undelayed clock signal (C, , and C, z) from
clocking device 860, as shown by plot 910. However, as
shown by plot 940, clock input 844 receives a delayed clock-
ing signal (C,), as the clock signal is routed through delay
device 820. As such, each trigger element reaches second
clock input 844 following a delay, represented by double
sided arrow 965.

At time tye, Dy has a value of 0, as shown by plot 920. At
time t, a rising clock edge is produced by clocking device
860 and arrives at clock inputs 814 and 834. Dy is held steady
from time t, to time tp, satisfying the setup time requirement
for state based devices 812 and 830, and from time t.p to tye,
satisfying the hold time requirement for the state based
devices. As such, the value of Dy is sampled and the value of
Qg is updated to 0 at time t.¢, following the propagation delay
for state based device 830. This value is then launched from
second data output 837 and the value of W, at third data input
855 is updated to 0 accordingly, as shown by plot 930.

At time ty, Dy has a value of 0, as shown by plot 920. At
time t.e, a rising clock edge arrives at second clock input 844,
as shown by plot 940. Dy is held steady from time tys to time
tye, satisfying the setup time requirement for state based
device 840, and from time t, to t.e, satisfying the hold time
requirement for the state based device. As such, the value of
D, is sampled and the value of Q, is updated to O at time t,e,
following the propagation delay for state based device 840.
This value is launched from third data output 847 and the
value of W, is updated to 0 accordingly, as shown by plot 950.

XOR gate 851 compares the values of W, and W, at data
inputs 855 and 856. From time t, to time t,e, both W, and W,
have a value of 1, and XOR gate 851 outputs a value Z, equal
to 0. At time t,e, value W, is updated to 0, and XOR gate 851
outputs a value Z, equal to 1. At time t,., value W, is updated
to 0, and XOR gate 851 outputs a value Z, equal to 0.

A value Z, equal to 1 will be indicative of a hold time
violation when the value is sampled during the same time
frame that the value Dy is sampled by first state based device
830. To ensure digital logic circuit 800 only indicates a hold
time violation when appropriate, clock input 874 or state
based device 870 may be operatively coupled to clocking
device 860. In this way, data output 877 launches value Q,
during the steady-state condition. As shown in plot 970, Q,,
will thus be given a value of 0, indicating that no hold-time
violation has occurred.

At time t,;¢, Dg has a value of 1, as shown by plot 920. At
time t,», a rising clock edge is produced by clocking device
860 and arrives at clock inputs 814 and 834. Dy, is held steady
from time t,« to time t,», satisfying the setup time requirement
for state based devices 812 and 830, and from time t;5 10 t;e,
satisfying the hold time requirement for the state based
devices. As such, the value of Dy is sampled and the value of
Qg is updated to 1 at time t,4, following the propagation delay
for state based device 830. This value is launched from sec-
ond data output 837 and the value of W, at third data input 855
is updated to 1 accordingly, as shown by plot 930.

At time t;5, Dy has a value of 1, as shown by plot 920. At
time t,., a rising clock edge arrives at clock input 844, as
shown by plot 940. Dy, is held steady from time t» to time t,
satisfying the setup time requirement for state based device
840 and from time t,- to t,4, satisfying the hold time require-
ment for the state based device. As such, the value of D, is
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sampled and the value of Q, is updated to 1 at time t,e,
following the propagation delay for state based device 840.
This value is launched from data output 847 and the value of
W, is updated to 1 accordingly.

XOR gate 851 compares the values of W, and W,. From
timet,«totimet,4, both W, and W, have a value of 0, and XOR
gate 851 outputs a value Z, equal to 0. Attime t,¢, value W is
updated to 1, and XOR gate 851 outputs a value Z, equalto 1.
At time t,-, value W, is updated to 1, and XOR gate 851
outputs a value Z, equal to 0.

As described above, state based device 870 may be coupled
to clocking device 860, and thus may sample data at data input
875 beginning at time t;». In this way, data output 877
launches value Q,, during the steady-state condition. As
shown in plot 970, Q,, will thus be given a value of 0, indi-
cating that no hold-time violation has occurred.

FIG. 10 depicts an example timing plot 1000 showing data
values at various points of digital logic circuit 800 over time
during conditions that would indicate a hold time violation.
Plot 1010 depicts the value of a clock signal at clocking
device 860 and as seen at clock inputs 814 and 834. Plot 1020
depicts the value Q, at first data output 817 and the values Dy
and Dy at data inputs 835 and 845, respectively. In practice,
there may be a delay between the time point when data leaves
a data output and when the data arrives at the operatively
coupled data input, but the difference is considered insignifi-
cant on the scale of timing plot 1000. Plot 1030 depicts the
value Qg at second data output 837 and the value W, at third
data input 855. Plot 1040 depicts the value of the clock signal
as seen at second clock input 844. Plot 1050 depicts the value
Q, at third data output 847 and the value W, at fourth data
input 856. Plot 1060 depicts the value Z, at data output 857
and the value D10 at data input 875. Plot 1070 depicts the
value Q10 at data output 877.

Fixed time values are depicted by double-sided arrows
1061, 1062, 1063, 1065, 1066, 1067, and 1068. Arrow 1061
represents the setup time required for data to be held at data
inputs 815 and 835 prior to a trigger element arriving at clock
inputs 814 and 834 in order for the data to be sampled prop-
erly and the value at the respective data output (data outputs
817 and 837) to be updated. Arrow 1062 represents the hold
time required for data to be held at data inputs 815 and 835
following a trigger element arriving at clock inputs 814 and
834 in order for the data to be sampled properly and the value
at the respective data output (data outputs 817 and 837) to be
updated. Arrow 1063 represents the propagation delay
between the time when a trigger element arrives at clock
inputs 814 and 834 and the time when the value at the respec-
tive data output (data outputs 817 and 837) is updated.

Arrow 1065 represents the length of time a clock signal
originating at clocking device 860 is delayed via delay device
820 before arriving at second clock input 844. Arrow 1066
represents the setup time for second state based device 840,
and represents the same length of time as arrow 1061. Arrow
1067 represents the hold time for second state based device
840, and represents the same length of time as arrow 1062.
Arrow 1068 represents the propagation time for second state
based device 840, and represents the same length of time as
arrow 1063. As shown in FIG. 10, the fixed time values
represented by the double-sided arrows are applicable during
each clock cycle.

Plot 1010 depicts clocking device 860 outputting a signal
that periodically cycles between a lower value and a higher
value. In this example, state based devices 812, 830, and 840
are positive edge triggered flip-flops. As such, the transition
of the clock signal from the lower value to the higher value
acts as the trigger element for the flip-flops. Clock inputs 814
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and 834 receive an undelayed clock signal from clocking
device 860, as shown by plot 1010. However, as shown by plot
1040, second clock input 844 receives a delayed clocking
signal C,, as the clocking signal is routed through delay
device 820. As such, each trigger element reaches second
clock input 844 after a delay, represented by double sided
arrow 1065.

At time tye, Dg has a value of 0, as shown by plot 1020. At
time t.p, a rising clock edge is produced by clocking device
860 and arrives at clock inputs 814 and 834. Dy, is held steady
from time t,« to time tp, satisfying the setup time requirement
for state based devices 812 and 830, and from time t.p t0 tye,
satisfying the hold time requirement for the state based
devices. As such, the value of Dy is sampled and the value of
Qg is updated to O at time t¢, following the propagation delay
for state based device 830. This value is launched from sec-
ond data output 837 and the value of W, at third data input 855
is updated to 0 accordingly.

At time ty4, Dy obtains a value of 1, as shown by plot 1020.
At time t,, a rising clock edge arrives at second clock input
844, as shown by plot 1040. D, is held steady from time t,¢ to
time t., satisfying the setup time requirement for state based
device 840, and from time t, to time ty;, satisfying the hold
time requirement for the state based device. As such, the value
of Dy is sampled and the value of Qg is updated to 1 at time tys,
following the propagation delay for state based device 840.
This value is launched from data output 847 and the value of
W, at fourth data input 855 is updated to 1 accordingly.

XOR gate 851 compares the values of W, and W,. From
time tye to time ty¢, W, has a value of 1 and W, has a value of
0, and XOR gate 851 outputs a value Z, equalto 1. Attime tyq,
value W, is updated to 0, and XOR gate 851 outputs avalue 7,
equal to 0. Attime t,e, value W, is updated to 1, and XOR gate
851 outputs a value Z, equal to 1.

A value Z, equal to 1 will be indicative of a hold time
violation when the value is sampled during the same time
frame that the value Dy is sampled by first state based device
830. To ensure digital logic circuit 800 only indicates a hold
time violation when appropriate, clock input 874 or state
based device 870 may be operatively coupled to clocking
device 860. In this way, data output 877 launches value Q,
during the steady-state condition. As shown in plot 1070, Q, ,
will thus be given a value of 1, indicating that a hold-time
violation has occurred.

At time t;+, Dg has a value of 1, as shown by plot 1020. At
time t,», a rising clock edge is produced by clocking device
860 and arrives at clock inputs 814 and 834. Dy is held steady
from time t,« to time t,», satisfying the setup time requirement
for state based device 830 and from time t,s to t,., satisfying
the hold time requirement for the state based device. As such,
the value of Dy is sampled and the value of Qg is updated to 1
at time t,4, following the propagation delay for state based
device 830. This value is launched from data output 837 and
the value of W, at third data input 855 is updated to 1 accord-
ingly.

Attimet, < Dy obtains a value of 0, as shown by plot 1020.
At time t,, a rising clock edge arrives at second clock input
844, as shown by plot 1040. Dy is held steady from time t,2to
time t,, satisfying the setup time requirement for state based
device 840, and from time t,- to ty; satisfying the hold time
requirement for the state based device. As such, the value of
D, is sampled and the value of Q is updated to O at time t;s,
following the propagation delay for state based device 840.
This value is launched from data output 847 and the value of
W, at fourth data input 856 is updated to 0 accordingly.

XOR gate 851 compares the values of W, and W,. From
time t,. to time t,4, W, has a value of 0 and W, has a value of
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1,and XOR gate 851 outputs avalue Z, equalto 1. Attime t,q,
value W, is updated to 1, and XOR gate 851 outputs a value Z,
equalto 0. Attime t,s, value W, is updated to 0, and XOR gate
851 outputs a value Z, equal to 1.

A value Z, equal to 1 may be indicative of a hold time
violation when the value is held at 1 for a steady state condi-
tion. To ensure digital logic circuit 800 only indicates a hold
time violation when the value of Z, is held at 1 for a steady
state condition, state based device 870 may be coupled to
clocking device 860, and thus may sample data at data input
875 beginning at time t;». In this way, data output 877
launches value Q,, during the steady-state condition. As
shown in plot 1070, Q,, will thus be given a value of 1,
indicating that a hold-time violation has occurred.

In the example depicted in FIG. 9, the delay path of delay
device 820 is tuned such that first state based device 830 and
second state based device 840 sample equal values when
triggered by a clock edge. In the example depicted in FIG. 10,
the delay path of delay device 820 is increased such that first
state based device 830 and second state based device 840
sample opposite values when triggered by a clock edge, sig-
nifying a hold time violation. In practice, increasing the delay
path of delay device 820 may cause the value of data at second
data input 845 to change during the hold time for second state
based device 840. The result of such a hold time violation is
that the value of Q, at third data output 847 is indeterminate.
Second state based device 840 may thus launch a value of O or
1, which may or may not signify a hold time violation at
digital comparator logic device 850. To ensure that such an
event does result in a hold time violation being indicated,
redundancy may be built into the hold time violation detect-
ing circuit. One example is described below and with regards
to FIG. 11. In other examples, multiple copies of digital logic
circuit 800 may be included in a hold time violation detecting
circuit, ensuring the likelihood of one or more digital logic
circuits detecting and signifying the hold time violation.

FIG. 11 schematically shows an example hold time viola-
tion detecting circuit 1100 for detecting hold time violations
in a digital logic circuit. Hold time violation detecting circuit
1100 may include digital logic circuit 800. In this configura-
tion, data launching device 810, first state based device 830,
second state based device 840, delay device 820 and digital
comparator logic device 850 comprise a first branch 1101 of
hold time violation detecting circuit 1100. Hold time viola-
tion detecting circuit 1100 may also comprise a complemen-
tary second branch 1102. Complementary second branch
1102 may receive the data signal output from data launching
device 810, and is further coupled to clocking device 860, the
complementary second branch being functionally identical to
the first branch, such that the hold time violation detecting
circuit tests both rise time delays and fall time delays concur-
rently. In other words, if first branch 1101 is testing a O to 1
transition, second branch 1102 will test a 1 to O transition
concurrently. As logic gates such as NAND and NOR gates
may have different rise time delays versus fall time delays,
testing both types of delay concurrently will increase the
sensitivity of hold time violation detecting circuit 1100 with
regards to detecting hold time violations.

Complementary second branch 1102 may include state
based device 1112, delay device 1120, state based device
1130, state based device 1140, and digital comparator logic
device 1150. Complementary second branch 1102 may be
coupled to data launching device 810 and clock device 860.

As depicted in FIG. 11, state based devices 1112,1130, and
1140 are depicted as flip-flops, but in some embodiments may
be latches or other digital logic devices. State based device
1112 includes a clock input 1114, a data input 1115, and a
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data output 1117. Data input 1115 is operatively coupled to
first data output 817 of state based device 812, and clock input
1114 is operatively coupled to clocking device 860. In this
way, the data output from state based device 1112 will be one
clock cycle behind the data output from data launching device
810. In the configuration depicted in FIG. 11, data launching
device 810 outputs data that toggles between a first and sec-
ond value responsive to trigger elements from clocking
device 860. In this way, when data launching device 810
outputs data with the first value, state based device 1112 will
output data with the second value, and vice-versa. This con-
figuration allows hold time violation detecting circuit 1100 to
test rise time delays and fall time delays concurrently.

Delay device 1120 is shown operatively coupled between
clocking device 860 and clock input 1144. State based device
1130 includes a clock input 1134, a data input 1135, and a
data output 1137. Data input 1135 is operatively coupled to
data output 1117. Clock input 1134 is operatively coupled to
clocking device 860.

As depicted in FIG. 11, digital comparator logic device
1150 includes XOR gate 1151. XOR gate 1151 includes data
inputs 1155 and 1156, and data output 1157. When config-
ured to include an XOR gate, digital comparator logic device
1150 will output a signal indicative of a hold time violation
when the value of data entering data input 1155 is different
from the value of data entering data input 1156. In other
configurations, digital comparator logic device 1150 may be
configured to output a signal indicative of a hold time viola-
tion when data values entering data inputs 1155 and 1156 are
equal.

Digital comparator logic device 1150 may also include
state based device 1160. State based device 1160 is depicted
as a flip-flop, but in some embodiments may be a latch or
other digital logic device. State based device 1160 includes
clock input 1164, data input 1165, and data output 1167. Data
input 1165 is operatively coupled to data output 1157. Clock
input 1164 may be operatively coupled to clocking device 860
as shown or may be operatively coupled to another clocking
device. In examples where clock input 1164 is operatively
coupled to clocking device 860, a delay device may be
coupled between clocking device 860 and clock input 1164.
State based device 1160 may be configured to sample data
output from data output 1157 during periods when the data
output value is expected to be in a steady-state. In this way,
small glitches of data that would normally be indicative of a
hold-time violation may not trigger the shut-down of secure
portions of the digital logic circuitry. In some embodiments,
digital comparator logic device 1150 may not include a state
based device. Rather, an additional delay device may be
placed between data output 1137 and data input 1155, ensur-
ing that data launched from state based device 1130 reaches
data input 1155 at the same time that data launched from state
based device 1140 reaches data input 1156.

The first and second branches of the hold time violation
detecting circuit 1100 may be further coupled to digital com-
parator logic device 1170. Digital comparator logic device
1170 is depicted here as an OR gate, and includes data inputs
1175 and 1176, as well as data output 1177. As shown in FIG.
11, data outputs 867 and 1167 may be further coupled to
digital comparator logic device 1170 via data inputs 1175 and
1176, respectively. When configured as an OR gate, digital
comparator logic device 1170 will output a signal indicative
of'a hold time violation when either the value of data entering
data input 1175 or the value of data entering data input 1176
is indicative of a hold time violation. Data output 1177 may be
further coupled to additional digital logic circuitry, such that
data indicative of a hold time violation may trigger the shut-
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down of secure portions of the digital logic circuitry. In some
examples, data indicative of a hold time violation may be used
to adjust logic parameters of the digital logic circuitry.

It should be understood that a “device”, as used herein may
not necessarily refer to a single component or logic element.
Rather, each device may include several different compo-
nents or logic elements that cooperate to produce the desired
function as described. There may be several different combi-
nations of logic elements that may be used to create a device
with a desired function. As such, the term “device” is not
intended to refer to an irreducible component or logic ele-
ment, although some examples may be given wherein a single
component or logic element may be sufficient to perform a
desired function.

It will be understood that the configurations and/or
approaches described herein are exemplary in nature, and that
these specific embodiments or examples are not to be consid-
ered in a limiting sense, because numerous variations are
possible. The specific routines or methods described herein
may represent one or more of any number of processing
strategies. As such, various acts illustrated and/or described
may be performed in the sequence illustrated and/or
described, in other sequences, in parallel, or omitted. Like-
wise, the order of the above-described processes may be
changed.

The subject matter of the present disclosure includes all
novel and nonobvious combinations and subcombinations of
the various processes, systems and configurations, and other
features, functions, acts, and/or properties disclosed herein,
as well as any and all equivalents thereof.

The invention claimed is:

1. A system for a functional timing sensor, comprising:

a setup time violation detecting circuit configured to test

both rise time delays and fall time delays concurrently;

a hold time violation detecting circuit configured to test
both rise time delays and fall time delays concurrently;
and

an interface from the setup time violation detecting circuit
and the hold time violation detecting circuit, the inter-
face providing a notification upon detection of a viola-
tion by either the setup time violation detecting circuit or
the hold time violation detecting circuit.

2. A digital logic circuit for detecting setup time violations,

comprising:

a data launching device;

a state based device;

a delay device operatively intermediate the data launching
device and the state based device, the delay device con-
figured to cause the state based device to output a
delayed data signal relative to an undelayed data signal
output by the data launching device;

a digital comparator logic device configured to indicate a
setup time violation if the delayed data signal from the
state based device violates a condition of comparison to
the undelayed data signal from the data launching
device; and wherein

the digital logic circuit tests both rise time delays and fall
time delays concurrently.

3. The digital logic circuit of claim 2, wherein:

the data launching device includes a first data output and is
configured to output the undelayed data signal via the
first data output;

the state based device includes a first data input operatively
coupled to the first data output via the delay device and
a second data output, and where the state based device is
configured to:
store a data signal at the first data input;



US 9,122,891 B2

25

sample data stored at the first data input; and

output the sampled data via the second data output; and

the digital comparator logic device includes a second
data input operatively coupled to the first data output,
a third data input operatively coupled to the second
data output, and a third data output.

4. The digital logic circuit of claim 3, further comprising:

a clocking device configured to output a periodic clock
signal having a period equal to a first time interval, the
periodic clock signal including a trigger element during
each period; and

wherein:
the data launching device includes a first clock input

operatively coupled to the clocking device, and where

the undelayed data signal toggles between a first value

and a second value responsive to a trigger element

from the clocking device;

the state based device includes a second clock input

operatively coupled to the clocking device, and where

the state based device is configured to:

sample the data stored at the first data input for a
second time interval beginning prior to a trigger
element reaching the second clock input, the sec-
ond time interval being shorter than the first time
interval; and

output via the second data output the delayed data
signal with the sampled data in response to a trigger
element reaching the second clock input; and

the delay device is configured to delay arrival of the
undelayed data signal at the first data input for a
third time interval, the third time interval being less
than or equal to the difference between the first time
interval and the second time interval.

5. The digital logic circuit of claim 2, wherein the data
launching device, the state based device, the delay device, and
the digital comparator logic device comprise a first branch of
a setup time violation detecting circuit, and wherein a
complementary second branch of the setup time violation
detecting circuit receives the undelayed data signal output
from the data launching device, the complementary second
branch being functionally identical to the first branch.

6. The digital logic circuit of claim 5, wherein the first and
second branches of the setup time violation detecting circuit
are further coupled to an OR gate.

7. The digital logic circuit of claim 4, wherein the data
launching device further includes a flip-flop and an inverter,
where the flip-flop further includes a fourth data input, and
where the inverter is coupled between the first data output and
the fourth data input.

8. The digital logic circuit of claim 4, wherein the state
based device is a flip-flop.

9. The digital logic circuit of claim 4, wherein the delay
device includes a plurality of NAND and NOR gates.

10. The digital logic circuit of claim 4, wherein the digital
comparator logic device is an XNOR gate.

11. A digital logic circuit for detecting hold time violations
in a digital logic circuit, comprising:

a data launching device;

a first state based device operatively coupled to the data
launching device without a delay device operatively
intermediate the data launching device and the first state
based device;

a second state based device operatively coupled to the data
launching device without a delay device operatively
intermediate the data launching device and the second
state based device;
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a clocking device operatively coupled to the first and sec-
ond state based devices;
adelay device operatively intermediate the clocking device
and the second state based device, the delay device con-
figured to delay sampling of a first data signal output by
the data launching device by the second state based
device relative to sampling of the first data signal by the
first state based device; and
a digital comparator logic device configured to indicate a
hold time violation if a second data signal output from
the first state based device violates a condition of com-
parison to a third data signal output from the second state
based device.
12. The digital logic circuit of claim 11, wherein:
the data launching device includes a first data output and is
configured to output the first data signal via the first data
output;
the first state based device includes a first data input opera-
tively coupled to the first data output, a first clock input
operatively coupled to the clocking device, and a second
data output, and where the first state based device is
configured to:
store a data signal at the first data input;
sample data stored at the first data input; and
output the sampled data via the second data output in the
form of a second data signal;
the second state based device includes a second data
input operatively coupled to the first data output, a
second clock input operatively coupled to the clock-
ing device, and a third data output, and where the
second state based device is configured to:
store a data signal at the second data input;
sample the data stored at the second data input; and
output the sampled data via the third data output in the
form of a third data signal; and
the digital comparator logic device includes a third
data input operatively coupled to the second data
output, a fourth data input operatively coupled to
the third data output and a fourth data output.
13. The digital logic circuit of claim 12, wherein:
the clocking device is configured to output a periodic clock
signal having a period equal to a first time interval, and
including a trigger element during each period;
the data launching device includes a first clock input opera-
tively coupled to the clocking device and where the first
data signal toggles between a first value and a second
value responsive to a trigger element from the clocking
device;
the first state based device includes a second clock input
operatively coupled to the clocking device, and where
the first state based device is configured to:
sample the data stored at the first data input for a second
time interval beginning when a trigger element
reaches the second clock input, the second time inter-
val being shorter than the first time interval; and
output the sampled data via the second data output in the
form of the second data signal;
the second state based device includes a third clock input
operatively coupled to the clocking device, and where
the second state based device is configured to:
sample the data stored at the second data input for the
second time interval beginning when a trigger ele-
ment reaches the third clock input; and
output the sampled data via the third data output in the
form of the third data signal;
the delay device is configured to delay arrival of the
periodic clock signal at the third clock input for a
third time interval, the third time interval being less
than or equal to the second time interval.
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14. The digital logic circuit of claim 11, wherein the data
launching device, the first and second state based devices, the
delay device, and the digital comparator logic device com-
prise a first branch of a hold time violation detecting circuit,
and wherein a complementary second branch of the hold time
violation detecting circuit receives the data signal output from
the data launching device and is further coupled to the clock-
ing device, the complementary second branch being function-
ally identical to the first branch, such that the hold time
violation detecting circuit tests both rise time delays and fall
time delays concurrently.

15. The digital logic circuit of claim 14, wherein the first
and second branches of the hold time violation detecting
circuit are further coupled to an OR gate.

16. The digital logic circuit of claim 13, wherein the data
launching device further includes a flip-flop and an inverter,
where the flip-flop further includes a fifth data input, and
where the inverter is coupled between the first data output and
the fifth data input.

17. The digital logic circuit of claim 13, wherein the first
and second state based devices are flip-flops.

18. The digital logic circuit of claim 13, wherein the delay
device includes a plurality of NAND and NOR gates.

19. The digital logic circuit of claim 13, wherein the digital
comparator logic device includes an XOR gate.

20. The digital logic circuit of claim 19, wherein the digital
comparator logic device further includes a flip-flop coupled to
an output of the XOR gate.
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